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Trademarks 
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Introduction 

Privilege Guard provides a policy based approach to privilege management. All users log on 
with standard user accounts and Privilege Guard assigns the necessary rights and privileges 
to applications, scripts and software installers.  
 
Privilege Guard is implemented as an extension to Group Policy, enabling policies to be 
managed through the standard Group Policy Management tools.  
 
If you do not wish to use Group Policy for deployment of the policies then you may 
import/export polices as an XML file, and use any suitable deployment solution to deploy 
the XML file to a set location on each client computer.  
 
This guide is split into 9 sections: 
 

1. Planning and Preparation - provides background information on the various 
approaches to implementing least privilege. 
 

2. Software Installation - walks you through the installation of the Privilege Guard 
management console and client. 

 
3. Managing Privilege Guard Policies with Group Policy - guidance for deploying 

policies through Active Directory Group Policy. 
 

4. Managing Privilege Guard Policies without Group Policy - guidance for deploying 
policies without Active Directory Group Policy. 

 
5. Editing Privilege Guard Policies ς a complete guide to all of the policy settings. 

 
6. Application Templates ς an overview of the standard application templates and 

guidance on how to create your own application templates. 
 

7. Troubleshooting ς techniques to troubleshoot common client and policy 
configuration problems. 

 
8. Auditing and Reporting ς details the auditing and reporting capabilities. 

 
9. Deployment Scenarios ς outlines common deployment scenarios. 
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Planning and Preparation 

Defining User Roles 

Privilege Guard is an easy solution to deploy, given its integration with Group Policy, but you 
will want to spend some time preparing suitable policies for your users. Implementing least 
ǇǊƛǾƛƭŜƎŜ Ƴŀȅ ǊŜǉǳƛǊŜ ǇƻƭƛŎƛŜǎ ǘƻ ōŜ ǘŀƛƭƻǊŜŘ ǘƻ ǳǎŜǊǎΩ ǊƻƭŜǎΦ 
 
The table below shows three fairly typical user roles, but it is recommended that you come 
up with roles that are more specific to your environment, as these roles are very generic. 
 

Role Requirement for Admin Rights 

Standard Corporate User Problem applications and simple admin 
tasks. 

Laptop User Problem applications, intermediate admin 
tasks and authorized software installation. 

Technical User Complex applications, advanced admin tasks 
and ad hoc software installation. 

 
Privilege Guard can cater for all types of user roles, including the most demanding technical 
users. 
 
You should also educate users before moving them to standard user accounts to ensure that 
they will report any problems they encounter during the process of moving to least 
privilege. 

 
NOTE:  Contact your solution provider or Avecto to gain access to templates to cater for more 
complex use case scenarios. 
 

Implementing Least Privilege 

The first step is to determine the applications that require admin privileges to run for each 
user role that you have defined. This can fall into one of three scenarios: 
 

1. Known Admin Applications - You already have a definitive list of applications that 
require admin rights to run. 

2. Unknown Admin Applications - You are not sure of the applications that require 
admin rights to run. 

3. Flexible Elevation - ¢ƘŜ ǳǎŜǊ ǿƛƭƭ ǊŜǉǳƛǊŜ ŦƭŜȄƛōƛƭƛǘȅ ŀƴŘ ŎŀƴΩǘ ōŜ ǊŜǎǘǊƛŎǘŜŘ ǘƻ ŀ ƭƛǎǘ ƻŦ 
applications. 
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Scenario 1 ς Known Admin Applications 

For this scenario you should simply add the relevant applications to the Privilege Guard 
Policies for the users, which will automatically elevate these applications when they are 
launched. You may then remove admin rights from these users. Refer to Application 
Elevation in the Deployment Scenarios section of this guide for more information on 
defining suitable policies. 

Scenario 2 ς Unknown Admin Applications 

For this scenario you have two choices to help you discover the applications that require 
admin rights: 
 

1. Set up Privilege Guard Policies to monitor privileged application behavior. The 
Privilege Guard audit logs will highlight all of the applications that require admin 
rights to run. Refer Application Discovery in the Deployment Scenarios section of 
this guide for more information on monitoring privileged applications. 
 

2. {Ŝǘ ǳǇ tǊƛǾƛƭŜƎŜ DǳŀǊŘ tƻƭƛŎƛŜǎ ǘƻ ƎƛǾŜ ǘƘŜ ǳǎŜǊ ǘƘŜ άƻƴ ŘŜƳŀƴŘέ ŜƭŜǾŀǘƛƻƴ ŦŀŎƛƭƛǘȅΣ 
and instruct the user to use this facility for any applications that fail to run once you 
ƘŀǾŜ ǘŀƪŜƴ ǘƘŜ ǳǎŜǊΩǎ ŀŘƳƛƴ ǊƛƎƘǘǎ ŀǿŀȅΦ ¢ƘŜ tǊƛǾƛƭŜƎŜ DǳŀǊŘ ŀǳŘƛǘ ƭƻƎǎ ǿƛƭƭ ƘƛƎƘƭƛƎƘǘ 
all of the applications that the user has launched with elevated rights. Refer to On 
Demand Elevation in the Deployment Scenarios section of this guide for more 
information on defining suitable policies to allow users to elevate applications on 
demand. 

 
You may now use the audit logs to determine the relevant set of applications that you want 
to give admin rights to for these users. Refer to Application Elevation in the Deployment 
Scenarios section of this guide for more information on defining suitable policies. 

Scenario 3 ς Flexible Elevation 

CƻǊ ǘƘƛǎ ǎŎŜƴŀǊƛƻ ȅƻǳ ǎƘƻǳƭŘ ǎŜǘ ǳǇ tǊƛǾƛƭŜƎŜ DǳŀǊŘ tƻƭƛŎƛŜǎ ǘƘŀǘ ƎƛǾŜ ǘƘŜ ǳǎŜǊ ŀƴ άƻƴ 
ŘŜƳŀƴŘέ elevation facility, which allows the user to elevate any applications from a 
standard user account. All elevated applications may be audited, ensuring the user can be 
discouraged from making inappropriate use of this facility. Refer to On Demand Elevation in 
the Deployment Scenarios section of this guide for more information on defining suitable 
policies to allow users to elevate applications on demand. 
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Privilege Guard Software Installation 

Installing the Privilege Guard Management Console  

The Privilege Guard management console is a Group Policy MMC extension snap-in and may 
be installed on any number of administrator desktops or servers.  

 
NOTE: This guide assumes that you will be using Group Policy Management Console (GPMC), 
although Privilege Guard fully supports other methods of Group Policy deployment, such as the 
Group Policy Editor. Ensure that you have the relevant Group Policy management tools installed on 
the desktop or server where you will be installing the Privilege Guard management console. 
 

To install the Privilege Guard management console logon with an administrator account and 
run the appropriate installation package: 
 

 For 32-bit systems run AvectoPrivilegeGuard.exe 
 For 64-bit (x64) systems run AvectoPrivilegeGuard_x64.exe 

 

Click OK to continue with the setup of Privilege Guard. 
 
The installation will first install the prerequisites, which may take a few minutes. The first 
prerequisite is the MSXML 6 redistributable. 

 

The second prerequisite is the Visual C++ 2008 redistributable. 
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Once the prerequisites have been installed the Welcome dialog should appear. 

 

Click Next to continue. The License Agreement dialog should appear. 

 

After reading the license agreement, select I accept the license agreement and click Next to 
continue. 
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The User Information dialog should appear. 

 

Enter your name and the name of your organization and click Next to continue. The 
Destination Folder dialog should appear. 
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If you wish to change the default installation directory then click the Browse button and 
select a different installation directory.  Click Next to continue. The Select Features dialog 
should appear. 

 

Deselect the Privilege Guard Client feature and click Next to continue. The Ready to Install 
the Application dialog should appear. 
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Click Next to begin the installation. The software should now install. 

 

Once the software has installed, click Finish to exit the installation. 

Installing the Privilege Guard Client 

The Privilege Guard Client may be installed independently from the Privilege Guard Console 
with a client installation package. This is the recommended approach for any computers 
that do not require the management console to be installed, as the client installation 
package is much smaller, and has fewer prerequisites. 

Client Packages  

There are two client installation packages available, which are installed with the Privilege 
Guard management console. The packages can be found in the Client Installer subdirectory 
of the Privilege Guard installation (usually C:\ Program Files\ Avecto\ Privilege Guard\ Client 
Installer): 
 

 PGClient.exe (32-bit) and PGClient_x64.exe (64-bit) ς this is a complete installation 
for the Privilege Guard Client, including the Windows Installer 3.1 and MSXML 6 
prerequisites. 
 

 PGClient.msi (32-bit) and PGClient_x64.msi (64-bit) ς this is an installation package 
that only contains the Privilege Guard Client. The prerequisites must be installed first 
on the client. 
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NOTE: The prerequisites should only be required for versions of Windows XP prior to SP3, as MSXML 
6 and Windows Installer 3.1 are standard in Windows XP SP3, Windows Vista and Windows 7. 
 

The client may be installed manually, but for larger installations it is recommended you use 
a suitable third party software deployment system. 

 
NOTE: There is no license to add during the client installation, as this is deployed with the Privilege 
Guard Policies, so the client may be installed silently.  
 

Unattended Client Deployment 

When deploying the Privilege Guard client with automated deployment technologies, such 
as System Center Configuration Manager (SCCM), it usually makes sense to deploy the client 
silently and hold off the computer from restarting.  
 
To install the client executable silently, without a reboot, use the following command line 
(the double quotes are required): 
 

PGClient.exe ñ/qn /norestartò 

 

To install the client MSI package silently, without a reboot, use the following command line 
(double quotes are not required): 
 

PGClient.msi /qn /norestart  

 
NOTE:  Privilege Guard will not be fully operationally until a reboot is performed.  To perform an 
unattended deployment with a reboot ƻƳƛǘ ǘƘŜ ΨκƴƻǊŜǎǘŀǊǘΩ ǎǿƛǘŎƘΦ  
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Deploying Privilege Guard Policies with Group Policy 

Creating Privilege Guard Policies 

Privilege Guard is implemented as an extension to Group Policy, enabling policy settings to 
be managed through the standard Group Policy Management tools. Privilege Guard also 
supports Advanced Group Policy Management (AGPM) from versions 2.5 to 4.0.  
 
Group Policy Objects (GPOs) are usually managed through the Group Policy Management 
Console (GPMC). GPMC is a scriptable Microsoft Management Console (MMC) snap-in, 
providing a single administrative tool for managing Group Policy across the enterprise. 
GPMC is the standard tool for managing Group Policy. 
 
Privilege Guard also supports Local Computer Policy, which can be edited in the Group 
Policy Editor, but this is only recommended for small environments or for test purposes. 
 
You may add Privilege Guard Policies to existing GPOs or create new GPOs for this purpose. 
 
To edit a GPO from the Group Policy Management Console (GPMC):  
 

1. Launch the GPMC (gpmc.msc). 
2. In the GPMC tree, double-click Group Policy Objects in the forest and domain 

containing the GPO that you want to edit. 
3. Right-click the GPO, and then click Edit. 

 

 
 
The Group Policy Management Editor will launch. Privilege Guard Policies are available in 
both the Computer Configuration and User Configuration nodes, which allow you to set 
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either computer or user policies respectively. Computer policies are updated when a 
computer starts up, whereas user policies are updated when a user logs on. In addition, a 
background refresh occurs every 90 minutes by default, which will update policies while the 
user is logged on. 
 
Once a client has updated its Privilege Guard Policies through Group Policy then the policies 
are applied dynamically. Any logged on users do not need to log off for the changes to take 
effect. 

 
NOTE: Privilege Guard Policies will either appear directly under the Computer Configuration and 
User Configuration nodes, or under the Policies sub-node, if it exists.  
 

To create Privilege Guard Policies for a GPO: 
 

1. In the Group Policy Management Editor select the Privilege Guard Policies node for 
either the Computer Configuration or User Configuration section, as appropriate. 

2. On the Group Policy Management Editor Action menu, click Create Privilege Guard 
Policies. 
 

 
 
To edit the Privilege Guard Policies refer to the Editing Privilege Guard Policies section of 
this guide. 
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Privilege Guard Policy Scope 

When deploying Privilege Guard policies with Active Directory Group Policy there are two 
factors to consider; the management scope of the GPO you have selected and the user or 
group accounts listed on the Accounts section of a Privilege Guard policy.  
 
By default, the Everyone group is automatically added to the Accounts section, when you 
create a new Privilege Guard policy. This ensures that only the management scope of the 
GPO will be relevant. In other words, the Privilege Guard policy will be applied to all 
computers or users that are under the scope of management of the GPO. 
 
It is possible to apply the policy to a sub-set of users by removing the Everyone group from 
the Accounts section of the policy, and replacing it with specific groups and users (either 
domain or local). Do not leave the Accounts section empty or the policy will not be applied 
to anyone. 
 
Refer to Policies in the Editing Privilege Guard Policies section of this guide for more 
information. 

GPO Precedence and Inheritance Rules 

Privilege Guard Policies are associated with an Active Directory GPO and are distributed to 
all the computers and users under the management scope of the GPO.  As a result Privilege 
Guard Policies are subject to the same Group Policy processing and precedence rules as 
standard ActivŜ 5ƛǊŜŎǘƻǊȅ DthΩǎ 

Order of Processing 

Group Policy settings are processed in the following order: 
 

1. Local Group Policy Object - Each computer has exactly one GPO that is stored 
locally. This applies to both computer and user Group Policy processing.  

 
2. Site - Any GPOs that have been linked to the site that the computer belongs to are 

processed next. Processing is in the order that is specified by the administrator, on 
the Linked Group Policy Objects tab for the site in GPMC. The GPO with the lowest 
link order is processed last, and therefore has the highest precedence. 

 
3. Domain - Processing of multiple domain-linked GPOs is in the order specified by the 

administrator, on the Linked Group Policy Objects tab for the domain in GPMC. The 
GPO with the lowest link order is processed last, and therefore has the highest 
precedence. 

 
4. Organizational Units - GPOs that are linked to the organizational unit that is highest 

in the Active Directory hierarchy are processed first, then GPOs that are linked to its 
child organizational unit, and so on. Finally, the GPOs that are linked to the 
organizational unit that contains the user or computer are processed.  
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At the level of each organizational unit in the Active Directory hierarchy, one, many, or no 
GPOs can be linked. If several GPOs are linked to an organizational unit, their processing is in 
the order that is specified by the administrator, on the Linked Group Policy Objects tab for 
the organizational unit in GPMC. The GPO with the lowest link order is processed last, and 
therefore has the highest precedence. 
 
This order means that the local GPO is processed first, and GPOs that are linked to the 
organizational unit of which the computer or user is a direct member are processed last, 
which overwrites settings in the earlier GPOs if there are conflicts.  
 
Privilege Guard simply merges policies so that policies with a higher precedence will be 
processed first. Once an application matches a Privilege Guard policy, no further policies will 
be processed for that application, so it is important to keep this in mind when multiple GPOs 
are applied. 

Exceptions to Default Order of Processing 

The default order for processing settings is subject to the following exceptions: 
 

 A GPO link may be enforced, or disabled, or both. By default, a GPO link is neither 
enforced nor disabled. 
 

 A GPO may have its user settings disabled, its computer settings disabled, or all 
settings disabled. By default, neither user settings nor computer settings are disabled 
on a GPO. 

 
 An organizational unit or a domain may have Block Inheritance set. By default, Block 
Inheritance is not set. 

 
For information about the above modifications to default behavior, see Managing 
inheritance of Group Policy. 
 
A computer that is a member of a workgroup processes only the local Group Policy object. 

Privilege Guard Policy Storage and Backup 

Privilege Guard stores its policy ǎŜǘǘƛƴƎǎ ǿƛǘƘƛƴ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΩǎ {¸{±h[ ŦƻƭŘŜǊΣ within the 
storage area for the relevant GPOs, which are identified by their GUIDs. The policies are 
stored in an XML file and Activity Directory is then used as the distribution mechanism. 
 
Privilege Guard Policies can be backed up by one of the following methods: 
 

1. tǊƛǾƛƭŜƎŜ DǳŀǊŘΩǎ ǇƻƭƛŎȅ ŦƛƭŜǎ ǿƛƭƭ ōŜ ōŀŎƪŜŘ ǳǇ ŀǎ ǇŀǊǘ ƻŦ ŀ ǎǘŀƴŘŀǊŘ Ψ{ȅǎǘŜƳ {ǘŀǘŜΩ 
backup, which organizations should be performing as part of their standard backup 
routines. 
 

http://technet.microsoft.com/en-us/library/cc757050(WS.10).aspx
http://technet.microsoft.com/en-us/library/cc757050(WS.10).aspx
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2. Perform a manual backup of a GPO from with the GMPC, which will back up the GPO 
settings and PrivƛƭŜƎŜ DǳŀǊŘΩǎ XML files. 

 
3. In addition, Privilege Guard Policies may be manually exported and saved to a 

location of your choice.  For more information on how to perform an export/import 
of policies refer to the Editing Privilege Guard Policies section of this guide.  

Disconnected Users 

Disconnected users are fully supported by Privilege Guard.  When receiving a its policies 
from a GPO, Privilege Guard automatically caches all the information required to work 
offline, so the policy will still be applied if the client is not connected to the corporate 
network.  Of course, any changes made to the policy will not propagate to the disconnected 
computer until it reconnects to the domain and receives a Group Policy refresh.  This 
behavior is identical to most of the standard Microsoft Group Policy settings. 
 
Privilege Guard also supports a completely standalone configuration mode, where the 
policies are configured via a Local Group Policy for that machine, or deployed in a 
standalone XML configuration file.  Again, these policies contain all of the information 
required to apply these policies offline. 
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Managing Privilege Guard Policies without Group Policy 

Although Privilege Guard is implemented as a Group Policy extension, it also supports a 
standalone mode, which is independent of Group Policy. 
 
Standalone mode allows you to deploy the Privilege Guard Policies with an XML file.  You 
will need to employ a suitable deployment mechanism to distribute the XML file to your 
client computers. 
 
To run the Privilege Guard management console in standalone mode: 
 

1. Launch mmc.exe. 
2. Select Add/Remove Snap-in from the File menu. 
3. Select Privilege Guard Policies from the available snap-ins and click Add. 
4. Click OK. 

 
The Privilege Guard management console is now running in standalone mode and is not 
connected to a Group Policy Object (GPO).  
 
On Windows XP and Server 2003 the Privilege Guard Policies will be saved to the following 
local XML file: 
 

 %ALLUSERSPROFILE%\Application Data\Avecto\Privilege 
Guard\PrivilegeGuardConfig.xml  

 
On Windows Vista, Windows 7 and Windows Server 2008 the Privilege Guard Policies will be 
saved to the following local XML file: 

 
 %ALLUSERSPROFILE%\Avecto\Privilege Guard\PrivilegeGuardConfig.xml 

 
If you installed the Privilege Guard Client when you installed the Privilege Guard 
management console then the client will automatically apply the policies in this XML file. For 
this reason, it is strongly recommended that you do not install the client if you will be using 
the console in standalone mode, unless you want the policies to be applied to your 
management computer. This may be case if you are evaluating Privilege Guard. 
 
The Privilege Guard policies are edited in the same way as when editing GPO based policies. 
To distribute the XML file to multiple clients you will need to export the policies to an XML 
file and then deploy it to the location specified above. The Privilege Guard Client monitors 
this directory and will automatically load the XML file.  
 
You must name the policies file PrivilegeGuardConfig.xml once it is deployed, otherwise the 
Privilege Guard Client will not be able to load the policies. If you make changes to the 
Privilege Guard policies, simply redeploy the modified XML file and the Privilege Guard 
Client will automatically reload the policies. 
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Editing Privilege Guard Policies 

The Privilege Guard Policies editor will automatically save any changes back to the 
appropriate GPO (or local XML file if you are using the standalone console). 
 
Although automatic saving may be disabled, by deselecting the Auto Commit Policies menu 
option on the Privilege Guard Policies node, this is not recommended unless you are having 
performance issues with the automatic saving. If you deselect the Auto Commit Policies 
option then you must select the Commit Policies menu option to manually save any changes 
back to the GPO. The Auto Commit Policies option is persisted to your user profile, so it will 
be set for all future editing of Privilege Guard Policies. 
 
If you expand the Privilege Guard Policies node you will see 5 sections: 
 

1. Policies - assign privileges to applications 
2. Application Groups - define logical groupings of applications. 
3. Messages - define end user messages. 
4. Access Tokens - define custom access tokens. 
5. Licensing - manage Privilege Guard licenses. 

Policies 

Policies are defined to assign privileges to applications and audit application activity. 

Creating Policies 

It is recommended that you create your Application Groups before creating Policies. 
To create an application policy: 
 

1. Expand the Privilege Guard Policies node. 
2. Expand and select the Policies node. 
3. Right click the Policies node and then click New Policy. 

 
A new policy will be created and it will be highlighted so that you can rename it. Press enter 
once you have renamed the policy. 
 
You may now fill in the Accounts, Application Privileges, Shell Integration and Privilege 
Monitoring Options sections of the policy. 

Disabling Policies 

You may disable a policy, which will stop it from being processed by the Privilege Guard 
client. 
To disable a policy: 
 

1. Select the Policy (in the tree view or results view). 
2. Right click the Policy and then click Disable Policy. 
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To enable a policy (that is currently disabled): 
 

1. Select the Policy (in the tree view or results view). 
2. Right click the Policy and then click Enable Policy. 

Policy Precedence 

If you create multiple policies then polices that are higher in the list have a higher 
precedence. Once an application matches a policy, no further policies will be processed for 
that application, so it is important that you order your policies correctly if an application 
could match more than one policy. 
To give a policy a higher precedence: 
 

1. Select the Policy (in the tree view or results view). 
2. Right click the Policy and then click Move Up. 
3. Repeat step 2 until you have the Policy positioned appropriately. 

 
To give a policy a lower precedence, follow the procedure above, but click Move Down. 

Policy Description 

You may set a description for a policy by accessing the properties for a policy: 
 

1. Select the Policy (in the tree view or results view). 
2. Right click the Policy and then click Properties. 
3. Set the Description in the Properties dialog. 
4. Click OK. 

 

Editing Policies 

Accounts 

The Accounts section of the policy specifies the users and groups, for who the policy will be 
applied, assuming they receive the GPO. 
 
By default a policy will apply to all users who receive the GPO, as Privilege Guard will 
automatically add the Everyone group into new policies.  
 
To restrict the policy to specific groups or users: 
 

1. Right click on Everyone group and click Delete. 
2. Right click in the accounts list and click Insert Accounts. 
3. The Select Users or Groups dialog will appear. 
4. Enter the relevant group or user accounts and click Check Names to validate the 

names or alternatively click Advanced to browse for groups and users. 
5. Click OK. 
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Domain and well known accounts will display a Security Identifier (SID). The SID will be used 
by the Privilege Guard Client, which will avoid account lookup operations. For local accounts 
the name will be used by the Privilege Guard Client, and the SID will be looked up when the 
policy is loaded by the client. Local Account will appear in the SID column of the accounts 
list for local accounts. 

Application Privileges 

The Application Privileges section of the policy is where access tokens are assigned to 
application groups.  
 
You must define at least one application group before adding entries. To insert an 
application group: 
 

1. Right click in the list and click Insert Application Group. 
2. The Application Group Actions and Auditing dialog will appear. 
3. Select the relevant Application Group.  
4. If you wish to prompt the user before the application executes or block execution 

then select the relevant End User Message. You must define one or more messages 
before you can assign an end user message. 

5. Select the Access Token dependent on the rights you wish to assign to the 
application group (see below). 

6. If you wish to audit the application launching then select On for Audit ς Application 
Launch. 

7. If you wish to audit any privileged activity performed by the application then select 
On for Audit- Privilege Monitoring. 

 

 
 
 












































































