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Introduction

Privilege Guard provides a policy based approach to privilege management. All users log on
with standard user accounts and Privilege Guard assigns the necessary rights angegrivile
to applications, scripts and software installers.

Privilege Guard is implemented as an extension to Group Policy, enpblioigsto be
managed through the standard Group Policy Management tools.

If you do not wish to use Group Policy for depl@yrof thepoliciesthen you may
import/export policesas an XML file, and use any suitable deployment solution to deploy
the XML file to a sebtation on each client computer.

This guide is split into ections:

1. Planning and Preparationprovides bakground information on the various
approaches to implementing least privilege.

2. Software Installation- walks you through the installation of the Privilege Guard
management console and client.

3. Managing Privilege Guard Policies with Group Poligpidane for deploying
policies through Active Directory Group Policy.

4. Managing Privilege Guard Policies without Group Pgliguidance for deploying
policies without Active Directory Group Policy.

5. Editing Privilege Guard Policiesa complete guide to all dhe policy settings.

6. Application Templateg; an overview of the standard application templates and
guidance on how to create your own application templates.

7. Troubleshootingg techniques to troubleshootommon client angbolicy
configuration problems.

8. Auditing and Reportingg details the auditing and reporting capabilities.

9. Deployment Scenariog outlines common deployment scenarios.
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Planning and Preparation

Defining User Roles

Privilege Guard is an easy solution to deploy, given its integration watinpGPolicy, but you
will want to spend some time preparing suitable policies for your users. Implementing least
LINA GAEf SIS YI& NBIdANB LRftAOASE (2 06S GFAf 2NES

The table below shows three fairly typical user roles, but it is recommend®d/tu come
up with roles that are mag specific to your environmenas these roles argerygeneric.

Role Requirementfor Admin Rights

Standard Corporate User Problemapplications and simple admin
tasks.

Laptop User Problemapplications, intermediate admin

tasks and authorized softve installation.

Technical User Complex applications, advanced admin tas
and ad hoc software installation.

Privilege Guard can cater for all types of user roles, including the most demanding technical
users.

You should also educate users before mgvihem to standard user accounts to ensure that
they will report any problems they encounter during the process of moving to least
privilege.

NOTE:Contact your solution provider or Avecto to gain access to templates to cater for more
complexuse casescenarios

Implementing Least Privilege

The first step is to determine the applications that require admin privileges to run for each
user role that you have defined. This can fall into one of three scenarios:

1. KnownAdmin Applications- You already have a definie list of applications that
require admin rights to run.

2. UnknownAdmin Applications- You are not sure of the applications that require
admin rights to run.

3. FlexibleElevation-¢ KS dza SNJ gAff NBIljdzANBE Tt SEAOAT AGE
applications.
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Scenario X; Known Admin Applications

For this scenario you should simply add the relevant applications to the Privilege Guard
Policies for the users, which will automatically elevate these applications when they are
launched. You may then remoaelmin rights from these users. ReferApplication
Elevationin the Deployment Scenariosection of this guidéor more information on
defining suitable policies.

Scenario Z, Unknown Admin Applications

For this scenario you have two choices to help giseover the applications that require
admin rights:

1. Set up Privilege Guard Policies to monitor privileged application behavior. The
Privilege Guard audit logs will highlight all of the applications that recqadmin
rights to run. RefeApplication Disoveryin the Deployment Scenariosection of
this guidefor more information on monitoring privileged applications.

2. { S0 dzLJ t NA @At SIS DdzZr NR t 2t A0OASa G2 3IAGBS 0
and instruct the user to use this facility for any &pations that fail to run once you
KF@gS G1F 1Sy (KS dzaSNR& FRYAY NARIAKGaE gl &od
all of the applications that the user has launched with elevated rights. Refen
Demand Elevationn the Deployment Scenariosedion of this guidefor more
information on defining suitable policies to allow userstevate applications on
demand

You may now use the audit logs to determine the relevant set of applications that you want
to give admin rights to for these users. Befo Application Elevatiorin the Deployment
Scenariossection of this guidéor more information on defining suitable policies.

Scenario ¥ Flexible Elevation

C2NJ 6KAAa aOSyIlINAR2 @2dz aK2dzZ R aSd dzZLJ t NAQGAT S3
R S Y | gldvdtion facility, which allows the user to elevate any applications from a

standard user account. All elevated applications may be audited, ensuring the user can be
discouragedrom makinginappropriate use of this facility. Refex On Demand Elevatiom

the Deployment Scenariosection of this guidéor more information on defining suitable

policies to allow users to elevate applications on demand.
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Privilege Guard Software Installation

Installing the Privilege Guard Management Console

The Privileg&uard management console is a Group Policy MMC extensioniseya may
be installed on any number of administrator desktops or servers.

NOTEThis guide assumes that you will be using Group Policy Management Console (GPMC),
although Privilege Guard fulsupports other methods of Group Policy deployment, such as the
Group Policy Editor. Ensure that you have the relevant Group Policy management tools installed on
the desktop or server where you will be installing the Privilege Guard management console.

To install the Privilege Guard management console logon with an administrator account and
run the appropriate installation package:

B For 32bit systems rurAvectoPrivilegeGuard.ex
B For 64bit (x64) systems ruAvectoPrivilegeGuard_x64.exe

Avecto Privilege Guard 2.5.70.0 ==

i Pleaze click OF to install Avecta Privilege
| Guard or click Cancel to quit thiz zetup

== program
Cancel |

ClickOKto cortinue with the setup of Privilege Guard.

The installation will first install the prerequisites, which may take a few minutes. The first
prerequisite is the MSXML 6 redistributable.

Aoecto Privilege Guard 2.5.70.0

17 Instaling Microsoft MS=ML B redistributable. .
‘.ﬁﬁ

The second prerequisite is the Visual C++ 2008 redistributable.

Avecto Privilege Guard 2.5.70.0

7 Installing Microsoft Visual C++ 2002
jﬁ rediztributable. .

Copyright©2008-2010 Avecto Ltd. IArights reserved.



Oncethe prerequisites have been installed thiéelcomedialogshould appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Welcome to the Avecto Privilege
Guard 2.5 (Build 70) Installation
Wizard

It iz gtrangly recommended that yow et all Windows programs
before running this setup program.

Click Cancel to quit the zetup program, then cloze any programs
youl have running,  Click, Mest to continue the installation.

WARMIMG: This program is protected by coperight law and
international treaties.

Unauthorized reproduction or distriibution of this program, or any
partian af it, may result in zevere civil and criminal penalties, and
will be progzecuted to the maximum extent pozzible under law.

< Back [ M et = ] [ Cancel

ClickNextto continue.TheLicense Agreemendialog should appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o @ [

License Agreement

'ou muzt agree with the icense agreement below to proceed.

End User Software Licence Agreement

The terms and conditions of this End User Software Licence Agreement
constitute the only basis on which Avecto agrees to supply the Software. All
reasonable effarts have been undertaken to bring to your attention the terms and
conditions of this Agreement and Licence herein

1 Agreement

1.1 This End User Software Licence Agreement ("Agreement”) is a binding

agreement between you, the end-user ("End User"), and Avecto Limited of 5300
| alazida Mhaadla Baral Bosinass Park Choadla Chachira SKE 232 Enaland

@i accept the licenze agreement
(7| do nt accept the license agreement

Wize Installation Wizard [R]

[ Bezet ] [ ¢ Back ][ M et = ] [ Cancel ]

1C

After reading the license agreement, seléeiccept the license agreemeiind clickNextto

continue.
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TheUserInformation dialog should appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

User Information

Enter the following information to perzonalize your installation.

Full M arme: |I'-1_u M ame

Qrganization: |h-1 u Company

Wize Inztallation YWizard [R]

| < Back |[ M et = ] | Cancel |

Enter your name ahthe name of your organization antdok Nextto continue.The

Destination Foldedialog should appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Destination Folder

Select a folder where the application will be installed.

The "Wize Installation ‘wizard will inztall the files for Avecto Privilege Guard 2.5 [Build 70]
irt the following folder,

Toinztall inta a different folder, click the Browse button, and select another folder.

Y'ou can chooze not to install Avecto Privilege Guard 2.5 [Build ¥0] by clicking Cancel
to exit the YWize |nztallation Wizard.

Deztination Faolder

C:AProgram Filezh\Awecto\Privilege Guardh Browse

Wize Installation Wizard [R]

¢ Back |[ M et = ] | Cancel

Copyright©2008-2010 Avecto Ltd. IArights reserved.
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If you wish to change the default installation directory then clickBhnewsebutton and
select a different installation directoryClickNextto continue.TheSelect Featureslialog

should appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Select Features

Pleaze select which features you would like o install.

B _Q_;I I:':"T'F'IEtE_ _ Feature Description:
o % F'rvlege uaru:l ”S':'le Privilege Guard Client - manages application
""""" Frivilege Guard Client privileges based on configured policies

Thiz feature will remain uninztalled.

Thiz feature requires OEB on your hard drive.

Browse

Wize Inztallation YWizard [R]
[QiskEDst] [ Hezet ] [ < Back ][ Mest » ] [ Cancel ]

12

Deselect thePrivilege Guard Clierfeature and cliciNextto continue TheReady to Install

the Applicationdialog should appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Ready to Install the Application

Click Mest to begin installation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

Wize Installation Wizard [R]

¢ Back ][ M et = ] [ Cancel
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ClickNextto begin the installationThe software should now install.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Avecto Privilege Guard 2.5
(Build 70) has been
successfully installed.

If wour have installed the Privilegs Guard Client then wou must lag
off and log back on for the clhent to be functional. Click. finizh to
exit thiz inztallation,

< Back Cancel

Once the software has installed, cliekishto exit the installation

Installing the Privilege Guard Client

The Privilege Guard Client may be installed independently from the Privilege GuardeConso
with a client installation package. Thighe recommendedapproachfor any computers

that do not require the management console to be installed, as the client installation
package is much smaller, and has fewer prerequisites.

Client Packages

There ae two client installation packages available, which are installed with the Privilege
Guard management csole. The packages can be found in iGkent Installersubdirectory

of the Privilege Guard installatiqasuallyC\ Program FilesAvecta Privilege Guad\ Client
Installer):

B PGClient.ex¢32-bit) and PGClient_x64.ex&4-bit) ¢ this is a complete installation
for the Privilege Guard Client, including the Windows Installer 3.1 and MSXML 6
prerequisites.

B PGClient.ms(32-bit) and PGClient_x64.mgb4-bit) ¢ this is an installation package

that only contains the Privilege Guard Client. The prerequisites must be installed first
on the client.

Copyright©2008-2010 Avecto Ltd. IArights reserved.



14

NOTEThe prerequisites should only be required ¥@rsions ofVindows Xmprior to SP3as MSXML
6 and Windows Ingtller 3.1are standard in Windows XP SP3, Windows Vista and Windows 7.

The client may be installed manually, but for larger installations it is recommended you use
a suitable third party software deployment system.

NOTEThere is no license to add duritige client installation as this is deployed with the Privilege
Guard Policiesso the client may be installed silently.

Unattended Client Deployment

When deploying the Privilege Guard clievith automated dgloyment technologies, such
as System Cent&onfiguration Manager (SCCM)usually makes senge deploy the client
silentlyand hold off the computer from restarting

To install the clienexecutablesilently, without a reboot,use the followingcommand line
(the double quotes are requirgd

PGClient.exe fAlgqn /norestarto

To install the client MSlackage silentlywithout areboot, use the following command line
(double quotes are not required):

PGClient.msi /gn /norestart

NOTE:Privilege Guardavill not be fully operationally until a rebdds performed. To pgorm an
unattended deploymentwith arebo&@ YA G (G KS Wk y2NBaldlI NI Q a6A00KD
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Deploying Privilege Guard Policies with Group Policy

Creating Privilege Guard Policies

Privilege Guard is implemented as an extension to Group Policy,ieggalicy settings to
be managed through the standard Group Policy Management tBoiglege Guardlso
supports Advanced Group Policy Management (AGPM) from versions 2.5 to 4.0.

Group Policy Objects (GPOs) are usually managed through the GroupMRoiEyement
Console (GPMC). GPMC is a scriptable Microsoft Management Console (MM{Q) snap
providing a single administrative tool for managing Group Policy across the enterprise.
GPMC is the standard tool for managing Group Policy.

Privilege Guard alssupports Local Computer Policy, which can be edited in the Group
Policy Editor, but this is only recommended for small environments or for test purposes.

You may add Privilege Guard Policies to existiiR@®r create new GPOs for this purpose.

To edit aGPO from the Group Policy Management Console (GPMC):

1. Launch the GPM@gmc.msg.

2. In the GPMC tree, doubldickGroup Policy Objectm the forestand domain
containing the GPO that you want to edit.

3. Rightclick the GPO, and then cliEklit.

= GPMC - [Console Root\Group Policy Management\Forest: test.local\Domains\test.local \Group Policy Objects] ;lglll
i@ Fle Acton View Favorites Window Help |-=-|-i|£|
e |7m|0lcdm
= i:;nsole R°°t| Group Policy Objects in testlocal
= &, Group Policy Management c 1 =
= ﬁ\ Forest: test.local I Sekion I
1 (35 Domains Name - [ GPO Status | WMI Fiter | Modified | Owner
B i testhcl o L5/ Defaut Domain Controllers Policy ~ Enabled None 18/09/2009 16:26:02  Domain Admins (TEST\Domain Admil
] Default Domain Policy =] Defautt Domain Policy Enabled None 18/09/2009 11:2248  Domain Admins (TEST\Domain Admil
ﬂj g‘zj':a'" Controllers =] Test Enabled None 18/09/2009 16:33:16  Domain Admins (TEST\Domain Admit
8
B & ou2
B [E
=] Default Domain Policy
=] Test
_ WMI Filters
| 5] Starter GPOs
Change Control
[ sites
4% Group Policy Modeling
_ 4, Group Policy Results
«| i =
| i

| | I

The Graip Policy Management Editor will laundrivilege Guard Policiesre available in
both the Computer Configuratiorand User Configuratiomodes which allow you to set
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either computer or user policies respectively. Computer policies are updated when a
computer starts up, whereas user policies are updated when a user logs on. In addition,
background refresh occurs every 90 minutes by defautich will update policies while the
user is logged on.

Once a client has updated isivilege GuaréPolicieshrough Group Policy then thgolicies

are applied dynamically. Any logged on users do not need to log off for the changes to take
effect.

NOTEPrivilege Guard Policiesill either appear directly under th€omputer Configuratiorand
User Configuratiomodes, or under thePoliciessub-node, if it exists.

To create Privilege Guard Rdis for a GPO

1. Inthe Group Policy Management Editor select hesilege Guard Policiesode for
either the Computer Configuratioror User Configuratiorsection, as appropate.

2. On the Group Policy Management Edifation menu, clickCreate Privilege Guard
Policies.

7= LocalPolicy - [Console Root\Local Computer Policy\Computer Configuration\Privilege Guard Policies] _|of x|
i@ Fle Acon View Favorites Window Help |-511
=] 2[m] Elxi
| Console Root
Bl =] Local Computer Policy
= & Computer Configuration Jrea ‘
~ : : NV s e .
Bl Softwre Settngs (__v Privilege Guard Policies
| Windows Settings
Q) Privilege Guard Policies
| Administrative Templates
= 4% User Configuration
[] Software Settings
] Windows Settings Avecto Privilege Guard Policies allow you to manage the privileges assigned to individual applications, tasks and scripts
&Q Privilege Guard Policies
| Administrative Templates

Group Policy Editor

3 3’ Policies

=i Assign privileges to applications

ﬂ Application Groups

¢ Define logical groupings of applications

i) Messages

Define end user messages

o 1| Access Tokens

Define custom access tokens

Licensing

=R Manage Avecto Privilege Guard licenses

To edit the Privilege Guard Policies refethe Editing Rivilege Guard Policiesection of
this guide.
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Privilege Guar®olicy Scope

When deploying Prilkege Guard plicies with Active Directory Group Policy there are two
factors to consider; the management scope of the GPO you have selected and the user or
group accounts listedn the Accountssection of a Privilege Guard policy.

By default, theEveryae group is automatically added to th&ccountssection, when you
create a new Privilege Guard policy. This ensures that only the management scope of the
GPO will be relevant. In other words, the Privilege Guard policy will be applied to all
computers or gers that are under the scope of management of the GPO.

It is possible to apply the policy to a ssét of users by removing thHeveryonegroup from
the Accountssection of the policy, and replacing it with specific groups and users (either
domain or loc§. Do not leave theé\ccountssectionempty or the policy will not be applied
to anyone

Refer toPoliciesin the Editing Privilege Guard Policisgction of this guidéor more
information.

GPO Precedence amdheritanceRules

PrivilegeGuard Policies arassociated witlan Active Directory GPO and are distributed to

all the computers and users under the management scope of the GPO. As a result Privilege
Guard Policies are subject to the saf@mup Policy processing and precedendes as

standard Acti® 5 A NSOG2NE Dt hQa

Order of Processing

Group Policy settings are processed in the following order:

1. Local Group Polic@bject- Eachcomputer has exactly oneéPCthat is stored
locally. Thisppliesto both computer and user Group Policy processing.

2. Site- AnyGPOs that have been linked to the site that the computer belongs to are
processed next. Processing is in the order that is specified by the administrator, on
the Linked Group Policy Objectab for the site IlGPMCThe GPO with the lowest
link orderis processed last, and therefore has the highest precedence.

3. Domain- Processin@f multiple domainlinked GPOs is in the order specified by the
administrator, on the_inked Group Policy Objectab for the domain in GPMC. The
GPO with the lowedtnk order is processed last, and therefore has the highest
precedence.

4. OrganizationalUnits - GPOghat are linked to the organizational unit that is highest
in the Active Directory hierarchy are processed first, then GPOs that are linked to its
child organizabnal unit, and so on. Finally, the GPOs that are linked to the
organizational unit that contains the user or computer areqassed.

Copyright©2008-2010 Avecto Ltd. IArights reserved.



18

At the level of each organizational unit in the Active Directory hierarchy, one, many, or no
GPOs can be linked. If seaeGPOs are linked to an organizational unit, their processing is in
the order that is specified by the administrator, on thieked Group Policy Objectab for

the organizational unit in GPMC. The GPO with the loVigsorderis processed last, and
therefore has the highest precedence.

This order means that the local GPO is processed first, and GPOs that are linked to the
organizational unit of which the computer or user is a direct member are processed last,
which overwrites settings in the earlieP@s if there are conflicts.

Privilege Guard simply merges policies so that policies with a higher precedence will be
processed first. Once an application matches a Privilege Guard policy, no further policies will
be processed for that application, sastimportant to keep this in mind when multiple GPOs
are applied.

Exceptions tdefault Order of R cessing

The default order for processing settings is subject to the following exceptions:

B A GPO link may kenforced ordisabled or both. By default, al®O link is neither
enforced nor disabled.

B A GPO may have its user settings disabled, its computer settings disabled, or all
settings disabled. By default, neither user settings nor computer settings are disabled
on a GPO.

B An organizational unit or a doriramay haveBlock Inheritanceset. By defaultBlock
Inheritance is not set.

For information about the above adlifications to default behavipo seeManaging
inheritance of Grougrolicy

A computer that is a member of a workgroup processes only the local Group Policy object.

Privilege Guard Policy Storage and Backup
Privilege Guard stores ipolicyda SG Ay 3a gAGKAY | Ol AvditBintheA NS OG 2 N

storage area for theelevant GPOs, which are identified by their GUT&policies are
stored in an XML file anfictivity Directory is then used as the distribution mechanism.

Privilege Guard Policies can be backed up by one of the following methods:
1.t NAOAT SIS ADE RROBaLBAtE 06S oF Ol SR dzLJ & L

backup, which organizatiorshould be performing as part of their standard backup
routines.
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2. Performa manual baakp of a GPO from with the GMPC, whvai back up the GPO
settingsand Privf S3S XMdfiledR Q &

3. Inaddition,Privilege Guard Policiesaybe manually exported and saved to a
location of your choice. For more information on how to perform an export/import
of policiesrefer to the Editing Privilege Guard Policiegction of his guide

Disconnected Users

Disconnected users are fully supported by Privilege Gudfiden receiving ats policies

from a GPOPrivilege Guard automatically caches all the information required to work
offline, so the policy will stibe applied if he client is not connected to the corporate

network. Of course, any changes made to the policy will not propagate to the disconnected
computer until it reconnects to the domain and receives a Group Policy refrdsh.

behavior is identical to mogif the standard Microsoft Group Policy settings.

Privilege Guard also supports a completely standalone configuration mode, where the
policiesare configured via &ocal Group Policy for that machine,daployedin a
standalone XML configuration filé&gain,thesepoliciescontain all of the information
required to apply these policies offline.
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Managing Privilege Guard Policies without Group Policy

Although Privilege Guard is implemented as a Group Policy extension, it also supports a
standalone mode, whiclsiindependent of Group Policy.

Standalone mode allows you to deploy the Privilege Guard Policies with an XML file. You
will need to employ a suitable deployment mechanism to distribute the XML file to your
client computers.

To run the Privilege Guard magement console in standalone mode:

1. Launchmmc.exe

2. SelectAdd/Remove Snapn from the Filemenu.

3. SelectPrivilege Guard Policiesom the available snams and cliclAdd.
4. ClickOK

The Privilege Guard management console is now running in standalote amal is not
connected to a Group Policy Object (GPO).

On Windows XP and Server 2068 Privilege Gard Policies will be saved to the following
local XML file:

B %ALLUSERSPRORRRMication DatsAvectd Privilege
Guard PrivilegeGuardConfig.xml

On Wirdows Vista, Whdows 7 and Windows Server 200& Privilege Gard Policies will be
saved to the followindpcal XML file:

B %ALLUSERSPRORIRE&6tA Privilege GuardPrivilegeGardConfig.xml

If you installed the Privilege Guard Client when you installedPtinglege Guard

management console then the client will automatically apply the policies in this XML file. For
this reason, it is strongly recommended that you do not install the client if you will be using
the console in standalone mode, unless you wiet policies to be applied to your
management computer. This may be case if you are evaluating Privilege Guard.

The Privilege Guard policies are edited in the same way as when editing GPO based policies.
To distribute the XML file to multiple clients yauil need to export the policies to an XML

file and then deploy it to the location specified aboVée Privilege Guard Client monitors

this directory and will automatically load the XML file.

You must name the policies file PrivilegeGuardConfig.xml bigeeployed, otherwise the
Privilege Guard Client will not be able to load the policies. If you make changes to the
Privilege Guard policies, simply redeploy the modified XML file and the Privilege Guard
Client will automatically reload the policies.
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Editing Privilege Guard Policies

The Privilege Guard Policies editor will automatically save any changes back to the
appropriate GPO (or local XML file if you are using the standalone console).

Although automatic saving may be disabled, by deselecting\tttie Commit Policiesnenu
option on thePrivilege Guard Policiesode, this is not recommended unless you are having
performance issues with the automatic saving. If you deselecAtite Commit Policies
option then you must select th€Eommit Policiesnenu option to manually save any changes
back to the GPO. Theeuto Commit Policie®ption is persisted to your user profile, so it will
be set for all future editing of Privilege Guard Policies.

If you expand thé°rivilege Guard Policiesode you will see Sections:

Policies- assign privileges to applications

Application Groups- define logical groupings of applications.
Messages define end user messages.

Access Tokensdefine custom access tokens.

5. Licensing manage Privilege Guard licenses.

PN PE

Policies
Policies are defined to assign privileges to applications and audit application activity.
Creating Policies

It is recommended that you create yoApplication Groupsefore creatingPolicies
To create an application policy:

1. Expand thePrivilege Guard Pddiesnode.
2. Expand and select theoliciesnode.
3. Right click thé”oliciesnode and then clicklew Policy

A new policy will be created and it will be highlighted so that you can rename it. Press enter
once you have renamed the policy.

You may now fill imhe Accounts Application PrivilegesShell Integrationand Privilege
Monitoring Optionssections of the policy.

Disabling Policies

You may disable a policy, which will stop it from being processed by the Privilege Guard
client.
To disable a policy:

1. Seletthe Policy(in the tree view or results view).
2. Right click thd?olicyand then clickDisable Policy
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To enable a policy (that is currently disabled):

1. Select thePolicy(in the tree view or results view).
2. Right click thd?olicyand then clickenable Paty.

Policy Precedence

If you create multiple policies then polices that are higher in the list have a higher
precedence. Once an application matches a policy, no further policies will be processed for
that application, so it is important that you orderyopolicies correctly if an application

could match more than one policy.

To give a policy a higher precedence:

1. Select thePolicy(in the tree view or results view).
2. Right click théPolicyand then clickviove Up
3. Repeat step 2 until you have tirolicypositioned appropriately.

To give a policy a lower precedence, follow the procedure above, butMtick Down

Policy Description

You may set a description for a policy by accessing the properties for a policy:

1. Select thePolicy(in the tree view or rests view).
2. Right click théPolicyand then clickProperties

3. Set theDescriptionin the Propertiesdialog.

4. Click OK.

Editing Policies
Accounts

TheAccountssection of the policy specifies the users and groups, for who the policy will be
applied, assumingey receive the GPO.

By default a policy will apply to all users who receive the GPO, as Privilege Guard will
automatically add thézveryonegroup into new policies.

To restrict the policy to specific groups or users:

Right click oreveryonegroup andclickDelete.

Right click in the accounts list and cliokert Accounts

TheSelect Users or Groupialog will appear.

Enter the relevant group or user accounts and ditleck Nameto validate the
names or alternatively clickdvancedto browse for grops and users.
ClickOK

HwnpE

o
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Domain and well known accounts will displagecurity Identifier (SID)The SID will be used

by the Privilege Guard Client, which will avoid account lookup operations. For local accounts
the name will be used by the Privilege @li&lient, and the SID will be looked up when the
policy is loaded by the clientocal Accounwill appear in the SID column of the accounts

list for local accounts.

Application Privileges

TheApplication Privilegesection of the policy is where acces&éns are assigned to
application groups.

You must define at least one application group before adding entries. To insert an
application group:

Right click in the list and clitéksert Application Group

TheApplication Group Actions and Auditindialogwill appear.

Select the relevanfpplication Group

If you wish to prompt the user before the application executes or block execution

then select the relevanEnd UseMessage You must define one or more messages

before you can assign an end user messag

5. Select theAccess Tokedependent on the rights you wish to assign to the
application group (see below).

6. If you wish to audit the application launching then sel®ctfor Audit ¢ Application
Launch

7. If you wish to audit any privileged activity performied the application then select

On forAudit- Privilege Monitoring

HwnNPE
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