Avecto

Privilege Guard

Getting Started Guide -




Copyright Notice

The information containedinii KA & R2OdzyYSyd o0dadGKS al GSNRAFf&0 A& 0SftASH
but no representation or warranty is given (express or implied) as to its accuracy, completeness or correctness.

Avecto Ltd, its associated companies and the publisher accept no liability whatsoever for any direct, indirect or

consequential loss or damage arising in any way from any use of or reliance placed on this Material for any

purpose.

J2LBNRAIKG Ay GKS 6K2tS FyR SOSNE LINMI SNE 0O KVR K2 Bdzy &y
used, sold, transferred, copied or reproduced in whole or in part in any manner or form or in or on any media

G2 Fye LISNE2Y 20KSNJ GKFIy Ay I O02NRIyOS gA0GK GKS (SN
prior written consent of the Owner.

Trademarks
Microsoft Windows, Windows Vista, Windows Server, Windows PowerShell, ActiveX, Visual C++ and Active

Directory are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

Copyright ©2008-2010 Avecto Ltd. All rights reserved.



Contents

INEFOAUCTION ... bbbttt ettt bbbttt ne e nes 4
INSaAllING PriVIIEgE GUAIT ..ot ene e 5
Configuring and Testing Privilege GUAI ............ccoiviiiiieiiece e 10
RUNNING @ TEST APPLICALION......ccvieieeie ettt re e enes 10
Launching the Group POlICY EAITOr ..o e 11
Creating Privilege GUArd POIICIES ..........coiiiiiiiiiecie e 12
INSEITING 8 LICENSE ...ttt 12
Creating an APPHCATION GrOUP ........ooviiiiiiiieicie e 13
Creating @ PONICY ........ooiiiiiiie et 14
Testing the Privilege GUard POIICIES ...........coiiiiiiiiiece s 16
FUPTNEE TESTING . ...ttt bbbttt bbbt 17
Elevating Different APPIICALIONS. .........ciiiiiiiieee e 17
Shell Integration (0N DeMEANT) .........oiiiiiiiiiiiiieee e 17
Privilege Guard in a Production ENVIFONMENT ..........ccviiiiiiiiiiiicerieee e 19

Copyright ©2008-2010 Avecto Ltd. All rights reserved.



Introduction

Privilege Guard provides a policy based approach to privilege management. All users log on
with standard user accounts and Privilege Guard assigns the necessary rights and privileges
to applications, scripts and software installers.

Privilege Guard is implemented as an extension to Group Policy, enabling policies to be
managed through the standard Group Policy Management tools.

If you do not wish to use Group Policy for deployment of the policies then you may
import/export polices as an XML file, and use any suitable deployment solution to deploy
the XML file to a set location on each client computer.

This guide is split into 2 sections:

1. Installing Privilege Guardwalks you through the installation of the Privilege Guard
Management Console and Privilege Guard Client on a single computer.

2. Configuing and Testing Privilege Guatdwalks you through setting up sample
policies on a single computer by using Local Computer Policy.

3. Further Testing; gives an overview of a few more simple tests that you may wish to
perform.

4. Privilege Guard in a Production Environmeqprovides information on next steps,
in terms of moving to a pilot or full production environment.

You will need a desktop running Windows XP, Windows Vista or Windows 7 and two user
accounts:

B An administrator account, which you will use to install and configure Privilege Guard.
B A standard user account, which you will use to test the policies.

It is recommended that you use fast user switching, as this will enable you to quickly switch

between the administrator account and standard user account, in order to test changes to
the policies.
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Installing Privilege Guard

Log on with an administrator account.
To install Privilege Guard run the appropriate installation package:

B For 32-bit systems run AvectoPrivilegeGuard.ex
B For 64-bit (x64) systems run AvectoPrivilegeGuard_x64.exe

Avecto Privilege Guard 2.5.70.0 ==

i FPleasze click OF toinstall &vecta Privilege
| Guard or click Cancel to quit thiz zetup
== program

Cancel

Click OKto continue with the setup of Privilege Guard.

The installation will first install the prerequisites, which may take a few minutes.

Avecto Privilege Guard 2.5.70.0

7 Initizlizing prerequisites. ..
.

The first prerequisite is the MSXML 6 redistributable.

Avecto Privilege Guard 2.5.70.0

0] Instaling Microsoft MSEML B redistributable. .
:ﬁﬂ

The second prerequisite is the Visual C++ 2008 redistributable.

Avecto Privilege Guard 2,.5.70.0

S0 Installing Microsoft Visual C++ 2002
jﬂ redistributable. .
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Once the prerequisites have been installed the Welcomedialog should appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Welcome to the Avecto Privilege
Guard 2.5 (Build 70) Installation
Wizard

It iz gtrangly recommended that yow et all Windows programs
before running this setup program.

Click Cancel to quit the zetup program, then cloze any programs
youl have running,  Click, Mest to continue the installation.

WARMIMG: This program is protected by coperight law and
international treaties.

Unauthorized reproduction or distriibution of this program, or any
partian af it, may result in zevere civil and criminal penalties, and
will be progzecuted to the maximum extent pozzible under law.

< Back [ M et = ] [ Cancel

Click Nextto continue. The License Agreemerdialog should appear.

3] Avecto Privilege Guard 2.5 (Build 70) Setup o @ [

License Agreement

'ou muzt agree with the icense agreement below to proceed.

End User Software Licence Agreement

The terms and conditions of this End User Software Licence Agreement
constitute the only basis on which Avecto agrees to supply the Software. All
reasonable effarts have been undertaken to bring to your attention the terms and
conditions of this Agreement and Licence herein

1 Agreement

1.1 This End User Software Licence Agreement ("Agreement”) is a binding

agreement between you, the end-user ("End User"), and Avecto Limited of 5300
| alazida Mhaadla Baral Bosinass Park Choadla Chachira SKE 232 Enaland

@i accept the licenze agreement
(7| do nt accept the license agreement

Wize Installation Wizard [R]

[ Bezet ] [ ¢ Back ][ M et = ] [ Cancel ]

After reading the license agreement, select | accept the license agreemeamnd click Nextto
continue. The User Informationdialog should appear.
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5] Avecte Privilege Guard 2.5 (Build 70) Setup o] @ |5

User Information

Enter the fallowing information to personalize vour installation.

Full Mame: |M_I,l M ame

Qrganization: |h-1 uw Company

YWize Inztallation Ywizard [F)

[ < Back I[ Mext = ] [ Cancel I

Enter your name and the name of your organization and click Nextto continue. The
Destination Foldewialog should appear.

#3) Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Destination Folder

Select a folder where the application will be installed.

The "Wize Installation ‘wizard will inztall the files for Avecto Privilege Guard 2.5 [Build 70]
it the fallowing folder.

To inztall inta a different folder, click the Browse button, and zelect another folder.

Y'ou can chooze nob to install Avecto Privilege Guard 2.5 [Build #0] by clicking Cancel
ko et the Wize [nstallation ‘wfizard.

Destination Folder

C:AProgram Filesh\Avecta\Privileage Guards

YWize Inztallation Ywizard [R]

[ < Back I[ Mext = ] [ Cancel I

If you wish to change the default installation directory then click the Browsebutton and
select a different installation directory. Click Nextto continue. The Select Featuresdialog
should appear.

Copyright ©2008-2010 Avecto Ltd. All rights reserved.



5] Avecte Privilege Guard 2.5 (Build 70) Setup o] @ |5

Select Features
Pleaze zelect which features you would like o install.

- Lomplsts Feature Description:

- Pr?v?lege Giuard I:'?'ns':'le Inztall bath the Privilege Guard Management
=1 ~ | Privilege Guard Client Conzole and the Privilege Guard Client

Thiz feature will be inztalled on the local hard
drive.

Thiz feature requirez TKE on your hard drive. [t
haz 2 of 2 subfeatures selected. The
subfeatures require 394KE on vour hard drive.

Current location:
C:%Program Filezhdyecto'Privilege Guard®, [OHEE

YWize Inztallation Ywizard [F)
[QiskEDst] [ Reszet ] [ < Back ][ Mext = ] [ Cancel ]

Click Nextto install both the Privilege Guard Console and Privilege Guard Client.

NOTEWhen installing Privilege Guard in a production environment you will probably want to install
just the Privilege Guard Console on computers where you will manage Privilege Guard, and deselect
the Privilege Guard Client feature.

Copyright ©2008-2010 Avecto Ltd. All rights reserved.



The Ready to Install the Applicatiodialog should appear.

Ready to Install the Application
Click Mest to begin installation.

the wizard.

Wize Inztallation YWizard [R]

3] Avecto Privilege Guard 2.5 (Build 70) Setup o] @ /[

Click the Back button to reenter the installation infarmation or click Cancel to exit

[ < Back I[ M et = ] [ Cancel I

Click Next to begin the installation. The software should now install.

j{{'}! Avecto Privilege Guard 2.5 (Build 70} Setup

Avecto Privilege Guard 2.5
(Build 70) has been
successfully installed.

If you have installed the Privilege Guard Client then you must log
aoff and lag back on faor the client to be functional. Click. finizh ta
exit thiz inztallation,

B

¢ Back Cancel

Once the software has installed, click Finishto exit the installation.
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Configuring and Testing Privilege Guard

Running a Test Application

The easiest way to test Privilege Guard is to use the fast user switching feature in Windows.
If you do not have this feature enabled then you will need to log off and log on as a standard
user to test Privilege Guard. Assuming that you have fast user switching enabled, switch to a
standard user.

Once logged on as a standard user, run the Disk Management system tool (diskmgmt.msc).
On Windows XP use the Runoption in the Start Menuand type diskmgmt.msc Click OKto
launch the Disk Management system tool.

=7 Run

= Typethe name of a program, folder, decument, or Internet

=

= rescurce, and Windows will open it for you.

Open: diskmgmt.msc| -

| ok || cCancel || Browse.

On Windows Vista or Windows 7 simply type diskmgmt.mscin the Sear& Boxfrom Start
Menu and press the Enterkey.

The application should display an error message, as a standard user does not have access
rights to run the Disk Management system tool.

Disk Management

§ l: You do not have access rights to Logical Disk Manager on VIMVISTA.

We will now set up a Privilege Guard policy so that a standard user can be granted admin
rights for the Disk Management system tool.
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Launching the Group Policy Editor

For the purposes of this test, we will be using Local Computer Policy.

Switch to your administrator account and launch the Group Policy Editofrom the Start
Menu (gpedit.msq, which is used to edit Local Computer Policy.

[ loalGow bl B T o

File  Action View Help

=B E:=HD

4 & Computer Configuration

b [ Software Settings Select an item to view its description.  Name

1 [ Windows Settings

[ @' Privilege Guard Policies

1> [ Administrative Templates
a & User Configuration

1+ [] Software Settings

b [ Windows Settings

& @ Privilege Guard Policies

b B Administrative Templates

&l Computer Configuration
1% User Configuration

Extended )( Standard /
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Creating Privilege Guard Policies

Select Privilege Guard Policiem the Computer Configuration section of the Group Policy
Editor. Right click the Privilege Guard Policiesode and click Create Privilege Guard
Policies

= Lecal Group Policy Editor EI@

File  Action View Help
e r1BHE=gwy

E[ Local Computer Policy
4 & Computer Configuration

[ [ Software Settings = - ..
b [ Windows Settings f@' Privilege Guard Policies
4 |§' Privilege Guard Policies|
[ . Policies ; .
I . Application Groups Group Policy Editor
I s Messages
b )l Access Tokens Aveclo Privilege Guard Policies allow you to manage the privileges assigned to individual applications, tasks and
1> . Licensing scripts

[ [ Administrative Templates
4 i User Configuration ..

[ [ Software Settings é j—‘ PO|ICIES

i+ [ Windows Settings R v Assign privileges to applications

[» @3 Privilege Guard Policies

> [ Administrative Templates

M’-, Application Groups

Define logical groupings of applications

\i> Messages
Define end user messages

o1 1 Access Tokens

Define custom access tokens

IL'LI . Licensing

I—R Manage Avecto Privilege Guard licenses

Inserting a License

First, insert your license code(s):

Expand the Privilege Guard Policiesode.

Select the Licensinghode.

Right click in the licenses list and click Insert License
Enter the License Code and click Validate

If the license is valid then click OK

abrwn e
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Creating an Application Group

The next step is to create an application group:

HowdPE

Expand the Privilege Guard Policiesode.

Expand and select the Application Groupsode.

Right click the Application Groupsiode and then click New Application Group
A new application group will be created and it will be highlighted so that you can
rename it. Rename the application group to Test Appsand press enter.

The next step is to add the disk management application:

SN

N A

Select the Test Appsapplication group.

Right click in the applications list in the result pane to access the context menu.
Select Insert Applicationand then select the Application Templatefrom the sub
menu.

The Application Templatedialog will appear.

Select the operating system you are testing on from the Categorydrop down list.
Select Disk Managemenfrom the Applicationdrop down list.

Click OK

The Applicationdialog should appear and will be populated with the Disk
Managementapplication settings.

Click OK
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Application Type [ﬁ Management Console Snapin -

Description  Disk Management

Application Rules
Match File or Folder Mame

Application @

J :” BpSystemRoot%\systemn 32 \diskmgmt.msc =] [ Pattem Matching OfF

[ Match Command Line

Pattemn Matching Cff -

[ Match File Hash (SHA-1 fingerprint)

m; EFAN5918675498 /EBCFEES0AQSF 1D 100A 15F367C Load...

[ Match Publisher

: ﬁ Load...

[ mMatch if Application Requires Elevation {User Account Control)

Advanced Options

Child Processes Inherit Access Token
Force Standard User Rights on File Open/Save Common Dialogs

[ Ok ] [ Cancel

Creating a Policy

The next step is to create a policy:

Expand the Privilege Guard Policiesode.
Expand and select the Policiesnode.
Right click the Policiesnode and then click New Policy

oD

Rename the policy to Test Policyand press enter.
5. Select the Test Policynode.

A 2 4 oA -

TheAccountsi 6 aK2dzZ R 0SS &St SOGSR T2 NJ Aicéohns

tab.

By default the accounts list will have a single entry for the well known Everyonegroup, and

therefore the policy will be applied to all users.
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NOTEWhen deploying Privilege Guard policies with Active Directory Group Policy there are two
factors to consider; the management scope of the GPO you have selected and the user or group
accounts listed. For example, if Privilege Guard policies have been added to the Default Domain
GPO and the Everyone group is selected, everyone under the management scope of this GPO will
receive the Privilege Guard policies.

If you want to be more granular the Everyone group can be replaced with specific user or group
accounts. Alternatively Privilege Guard policies may be added at the OU level.

Do not leave the Account list empty or the policy will never be applied

Now select the Application Privilegegab.

To insert an application token:

1. Right click in the application tokens list and click Insert ApplicationGroup.
2. The Insert ApplicationGroupdialog will appear.
3. The Test Appgroup will automatically be selected for the Application Group
4. The default Access Tokeis Add Admin Rightswhich is also correct for this test.
5. If you wish to audit the application launching then select Onfor Audit ¢ Application
Launch
6. Leave Audit- Privilege Monitoringin the Off position.
7. Click OK
Application Group Actions and Auditing @
Actions Auditing
Application Group
h || [Basic Admin Tasks v]
f Audit - Applicaton Launch
I3 e :
End User Message
'!-.r'j Mane v]

Audit - Privilege Monitaring

I ‘f_**i:_!L ) [off b

Access Token

; ;ﬁj | Add Admin Rights -

[ OK ] [ Cancel

You are now ready to test this sample policy.
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Testing the Privilege Guard Policies

Switch back to the standard user account.

16

Once logged on as the standard user, run the Disk Management system tool again. This time

the Disk Management system tool should launch with no errors.

t=4 Disk Management EI
Eile  Action View Help
e B HF XS QR
Yolume | Layout I Type | File System I Status I Capacity I Free Spa.. | % f
= Simple Basic MTFS Healthy (5., 32,00 GB 2203 GB &9
' m | P
L4 Disk 0 I
Basic c
32.00 GB 32,00 GB NTFS E
Online Healy (System, Boot, F'?e File, Active, Crash DL?J, Prir? Partition)
<iCD-ROM 0
DVD (D) i
B Unallocated [ Primary partition |

You have now validated that Privilege Guard is installed, licensed and functioning correctly

and may perform further testing.
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Further Testing
Elevating Different Applications

To perform further testing simply switch back to the administrator account and add more
applications to the Test Appsapplication group. The table below suggests a few standard
applications that you can add to the policy that require admin rights to function (assumes
Windows is installed in c:\windows). These applications are also included as Application
Templates You may also add some applications that are specific to your environment that
require elevated rights to run.

Description Application Type Filename

Setting the Time & Time  Control Panel Applet  c:\windows\system32\timedate.cpl
Zone
Managing Services Management Console c:\windows\system32\services.msc

Disk Defragmenter (XP) ~ Management Console c:\windows\system32\dfrg.msc

Disk Defragmenter Executable c:\windows\system32\dfrgui.exe
(Vista)

Adding Hardware (XP) Control Panel Applet  c:\windows\system32\hdwwiz.cpl
Adding Hardware (Vista) Executable c:\windows\system32\hdwwiz.exe
DPI Scaling (Vista) Executable c:\windows\system32\dpiscaling.exe

NOTEManagement consoles will only be elevated by Privilege Guard if the user launches them via
the msc file in the policy. Launching mmc.exe and adding the console as a snap-in will not cause the
console to run elevated, as the user has the freedom to add other snap-ins. Similarly if the user runs
an msc file in author mode then Privilege Guard will detect this and not launch it with elevated
rights.

Shell Integration (on Demand)

If you wish to allow a user to choose when to run an application with elevated rights then
you may create one or more application groups for this purpose.

For instance, to allow a user to elevate cmd.exe on demand:
1. Create a new application group and name it Shell Apps.

2. Select the Shell Appsapplication group and then select Executdole from the Insert
Applicationmenu.
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3. Inthe Applicationdialog, enter c:\windows\ system32 cmd.exefor the Source

Filenameand click OK

Next select the Test Policyand then select the Shell Integrationtab.

Click the Shell Integrationbutton to enable shell integration.

6. Next select Insert Application Tokerand add the Shell Appsapplication group with
Add Admin Rightgor the Application TokenYou may also choose to audit this
entry.

o s

& RSTFldA G GKS 2AyR264 dawdzy | ldehiddeniithed wdzy |

shell context menu when the Privilege Guard shell menu option is present. Deselect the
checkbox if you would like these shell menu options to be shown.

Now switch to the standard user to test this policy change.

AddashortcuttocmdeES 2y G KS dzaSNRa RS&alid2L) | yR
access the shortcut menu. The Runwith Privilege Guardption should be available, which
will also include the Privilege Guard icon on Windows Vista.

If you select Runwith Privilege Guardhen cmd.exe will launch with admin rights. Try
setting the time or running an application that requires admin rights to prove the cmd.exe is
running with admin rights.

NOTEThe Shell extension may also be applied to every application by entering *.exe for the
filename. This is a common scenario for more advanced users, who need flexibility, and with
Privilege Guard this activity may be audited.

Copyright ©2008-2010 Avecto Ltd. All rights reserved.
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Privilege Guard in a Production Environment

When you are ready to deploy Privilege Guard in a production environment (or an extended
test environment), you will want to configure Privilege Guard centrally and then deploy it to
multiple client computers.

You should refer to the Privilege Guard Administration Guideefore deploying Privilege
Guard in a production environment, which will guide you through planning and deployment
with Active Directory Group Policy.

This Getting Started Guiddas touched briefly on a few of the core features of Privilege

Guard, and you should refer to the Administration Guidefor a complete description of the
many features and capabilities within Privilege Guard.
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