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Introducing Privilege Guard Z A Practical Solution
to Applying the Principle of Least Privilege

Mark Austin

This paper outlines the priipe of least privilege, the benefits of following this practice and the
barriers to implementation. It then goes on to suggest approaches to adopting a least privilege
approach and finally introduces Privilege Guard, a solution that enables privilegesi$sigaed to
individual applications, providing a practical implementation of least privilegedigrorate
environments
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The Principle of Least Privilege

Definition of Least Privilege

The principle of least privilege requires that a user should be given no more privileges than is
required to perform their job function.

The Department of Defense Trusted Computer System Evaluation Criteria5@@OR8STD), also

known as the OrangeBbo> RSFAY Sa Stk ald LINAGAESAS a4  LINAyO.
system be granted the most restrictive set of privileges (or lowest clearance) needed for the

performance of authorized tasks. The application of this principle limits the darteat can result

fromaccidg/ i & S NNEBNE 2 NJidzy | dzi K2 NAT SR dza Soé

The principle of least privilege was first put forward as a design principle by Jerry Saltzer and Mike
Schroedeover 30 years agoAccording to Saltzer and Schroederd @S NBE  LINeRed Ndenof | Yy R

the system should operate using the least set of privileges necessary to complete the job. Primarily,

this principle limits the damage that can result from an accident or error. It also reduces the number

of potential interactions among prieiged programs to the minimum for correct operation, so that
unintentional, unwanted, or improper uses of privilege are less likely to o¢twrs, if a question

arises related to misuse of a privilege, the number of programs that must be audited is raidimi

tdzi FYy20KSNJ gFex AT | YSOKFyAay OFy LINBGARS WTAN
NI GA2yFES F2NJ 6KSNB G2 Ayadltf oS 2FoAANBigE f1fya a8 ECHK
of this principleg[2]

The precise definitioof least privilege, not only deals with users running with minimal privileges,
but alsoprocessesinthat, aprocessshould only have the rights necessary tafpen its function,
and that an access right or privilegkeould only be held while it is regad. In practicemost
operating systems tend not to have the granularity of control that is required to implement least
privilege precisely, but this should ndéter organizatiors from adopting a more practical
implementation.

Benefits of Least Privilege

¢KS o0SySFAGa 2F tSrad LINAGATES3IS OFLyQi 068 A3Iy2NBR
organizations is the proliferation of administrative rights on systems. Although the threat associated

with this practice is clearly understood, there is an asgtiom that it will be too difficult to remove

administrative rights from users.

Users who logon to their systems with administrative rights are at much greater risk from malware.
Malicious software is more effective when its payload runs with administraitijes, as it does not
need to find a security flaw to gain privileged acdesthe systemAn administrator has full control
over the system, so malware case these privileges timstall driversjntercept logon passwords,
create user accounts, instafiot kits, replace system files and disable security softwémdact many
viruses fail to infect a computer whemuser has standard rightand there is strong evidence that
running users with minimal rights greatly reduces the risk of virus infection.

Malicious software is not the onhgason to adopt the principlef least prvilege. A user with
excessive privileges can either deliberately or accidently cause system configuration problems,
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resulting in downtime and increased desktop suppbigers with administrative rights are also free
to install software, which leads to uoénsed software installed on corporate systems and system
stability problems.

Most corporate environments strive to deploy a standard desktop, which is locked down in such a
way that the user can still perform their job function. This effort becopsatlessif users run with
administrative rights, as they have the privileges necessary to alter the desktop configuration. If an
organization is to succeed in an initiative to deploy locked down desktops then they must remove
users from the administrators grou

Although least privilege is ntitmited to removing administrative rights from users, this is a crucial
first step, and one that has the biggest security benefit to the majority of organizafatiswing

least privilege to a greater degree camtrea® system security further.df instance, data access can
be restricted at the application level, and not just at the user level. Although this may not provide
the obvious benefits of removing a user from the administrator group, every step that can be take
to restrict access to resources, can only decrease the threat of a securitgnhcAlthoughin
practice,very few operating systems are capable of restricting access at the application level, with
access rights typically being assigned to the usérgain and all applications inheriting these rights.

Barriers to Implementing Least Privilege

Given the increase in security associated with removing administrative rightsilét be asked why
SO many organizations run a large proportion of their user base with administragives. It all
comes down to practicalityin that there is an assumption that it will to be too difficult and that
users will become less efficient duettwe restrictionsof running with minimal rights

If the user needs administrative rights to run even a single application then they need to be made a
member of the local administratsrgroup andin reality it is often more than one application that
requiresthese rights The increase in lapp deployments has added to thisoblem, becausesers
aremore likely to carry out basedministration tasks, such as changing network settingdjng

printers andinstalling authorized software.

The inability of most perating sgtems to provide the granular control necessary to restrict
administrativerights to particular applicationss the fundamental barrier to most organizations
adopting a least privilege approachs a user must be granted the rights necessary to perforof all
their tasks.

Although Windows XP and Windows Vista both have features that enable a user to run without
administrative rightsy  YSt @ Wwdzy ! aQ | YR tespéctiklyp@rOotttegel / 2 y (i NB
featuresstill require the user tdhave access tan administratoraccount to perform administrative
tasks.Although a welcome additionhis limitation tends to make these buil featuresmore

appropriate for real system administrato&s it enables them ttbgon as a standard user and only

use the adninistrator account when they need to perform administrative tadkse benefits and

limitations of these operating system capabilities will be covenathore detaillater in this paper.
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Implementing Least Privilege

Removing Administrative Rights

Removingadministrative rights for standard users is the fisgtp to adopting the principlef least
privilege. This is often referred to as the legsivileged user account (LUA) approaaid carbe
applied to both standard users and administrators.

However, the LUA approach can be difficult and costly to implement, as applications that require
administrative rights to run must either by redevelopedtioeir activity must be closely monitored

in orderto relax the permissions on resour¢ceiowingthe application to run with standard rights.
Unfortunately, this tends to be a complex undertaking, and the end result is to create a different set
of security concerns due to the weakening of access control lists on resources.

Where users require access to ajpptions that must have administrative rights, such as performing

system configuration tasks, then the only solution available with most operating systems is to

LINE OARS GKS dzaSNJ gAdGK | 00Saa G2 Iy IRYAYAAUGNT GAC
User Account Control can be used to run individual applications with administrative rights, but the

user must provide the credentials for a local administrator with both of these approaches. This

obviously creates a number of concerns:

i The user has access to the local administramount and must thereforebe trusted not to
abuse these prileges, asituation that isless tharideal in a corporate environment.
1 Applications running with administrative rights are now running undee@arate user
account, which creates its own set of problems. For instance, these applications will not
KFEIgS | 00Saa (2 GKS dzaSNDa LINBFAES 2N ySias2N]
experiencefor the user.
1 The user must remember two passmis, one for their standard account and a second for
the administrator accountEncouraging users to be security conscious with a single account
is challenging enough, so introducing a second, more privileged at;éswery likely to lead
to security isges at some point.

However, even with thesproblems, making use of these features is much better than allowing
users to logon with an administrative account to perform all of their tasks, and so we will take a
closer look at how each of these featurfesiction before exploring the Privilege Guard solution.

Windows XP and ®un Asé

The Windows XRPwdzy ! aQ FSF{ddz2NB Fff2¢a | dzaSNJ 2 Nizy | LIL
inside the same session. This is commonly used to run applications with thedodaisirators

account, and is an obvious improvement over the user logging off and then logging on as an
FRYAYAAUNI G2NJ G2 NHzy LI AOFGA2ya (GKF G NBIjdzA NB |
used by real system administrators, who arewgég conscious. They login with a standard use

account to perform day to datasks, such as reading email and browsing the web, and only access

the local administrators account when performing administrative tasks.
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standard users to have access to the administrators account, presents a less than seamless
experience to the user and still leaves the user tieasethese rightsat will.

Windows Vista and User Account Control

Microsoft took a much bolder approadéh Windows Vista with the introduction of User Account
Control (UAC). Although UAC has been met with a mixed reaction, it is a welcome addition to the
securityfeatures within the operating system.

On Windows Vista when a user logs on with administrative rights, in additieating araccess

token corresponding to this privileged account, a filtered token is also aledtee filtered token

has the administrative rights removed, and is only grantedpitiéleges of a standard user.

Processes launched by the user are assigned the filtered token. Applications that require
administrative rights can be marked by the developer as requiring elevation, and many of the system
configuration applications in Winaes Vista are marked as requiring elevation. When an application
requireselevationthe user is prompted with a consent dialog. If the uapprovesthe elevation

then the application runs with the unfiltered token, which includlesir full administrativerights.

UACalso has some rules that it applies to determine whether an application is likely to require

elevation even though it may not be marked as requiring elevation. This is aimed at trying to handle
applications that were developed before Vista tlaaé not UAC aware. If all else fails the user can

Ndzy Fye& I LILXAOFGA2Y gAGK (GKS dzyFAt 6SNBR (G21Sy o¢@
FA4 FRYAYAAGNI G2ND 2LWGA2y @

It should be noted that elevation can only occur when a process starts, goaonapplication is

running with a filtered token it is not possilier the procesgo ask for elevatiorduring execution. A

prime example of this limitation, which is imposed by the operating system, is task manager. By
default task manager willrunwith KS FAf 6SNBR (21Sy> odzi AF (KS dza €
dZAaSNBRQ o6dziG2y GKSy GFail YFyF3ISNI gAfft LINRPYLWG F2NJ
a new task manager process, which asks the user for consent to elevate. If the nes=r tagthe

consent dialog then theriginal task manager will exit with thedevatedtask manager taking over.

Standard users are treated differently on Vista, in that they only have a single access token when

they logon, as they do not have administratisights. When an application requires elevation the

user is prompted, but this time they will be asked to enter the credentials of an administrative

account. Assuming they have access to an administrative account then the user can enter the
credentials ad the application will launch with an access token creatéti these privileged

credentialsP ¢ KS Sy R NBadzZ & Aa y20 RAZAAYATIFIN G2 WYWwdzy
with administrative rights are running under a different account.

Although UAC is a significant stepward it still suffers from the same iss@sWindows XP and

Wwdzy ! aQd ! ASNE Ydzad SAGKSNIo6S | YSYOSNI 2F (GKS f
administrative account in order to run applications that regudministrative rightsOnce a user

has these rights or access to an account with these rights they may treetlgese privileges.

UAC also suffers from another problem, which is why it has received mixed reactions in corporate
environments. Although th consent dialogs are there for good reason, to ensure that a user does
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not inadvertentlylaunch an application with elevated privileges, these dialogs can become intrusive.
For standard users, who do not have access to an administrators account, thegacdme al
confusing.

la gAUK WYwdzy !aQ GKS Y2ald | LILINE THadajordiferedzasS 2 F |
arethatWwdzy ! aQ g1 & 2 LIi MmhefdadUAQif@ced aBnvirfisifaloss to IKih with N& >
standard rights, which has to be a positatance on security. With UAdh administrator does not

require two accounts, so although the experience maglightly intrusive, the applications run

under the same user context, albeit with a different access token.

Where both Windows XP and Windowst¥ifall short is irthe handlingof standard users in

corporate environments. Giving standard users access to an administrative account is not secure and
the experience is not seamless to the user. The user has to manage both accounts, with applications
running under the context of two distinct user accounts, which @isolead to operational issues

Introducing Privilege Guard

The corporate environment requires a solution that can elevate individual applications based on
policies defined by the IT deparént, and not determined by the user or the operating system. A
solution that allows users to logon with standard accounts, and one that does not remdrsto

have access to an administrative account. Avecto Privilege Guard was designed with these goals
mind.

Privilege Guard allows orgaations to adopt the principlef least privilege by enabling users to run
with standard rights and elevate individual applicatitrased on policy settingdhe experience is
totally seamless to the end user, andagplications run under the context of a single user account.

Unlike UAC, Privilege Guaalocreates multiple tokens fostandardusers. When a standard user
logs on, Privilege Guard will create an elevated token for that user, which will be assigned to
applicatiors that have been deemed to require administrative rights. Séapplications are defined

in the Privilege Guard policy, which enssitieat all decisions to run applications with elevated rights
are under the control of the IT department.

Importantly, users do not have to belong to the administrators group or have access to an
administrative account. The Privilege Guard client does not require access to an administrative

I O02dzyi SAGKSNE Fa GKS St S@I (,RchémddreSthatdlla o6l aSR
applications are running under a single user account, avoiding the operational issues that can arise
from dual accounts.

Application rules are extremely flexible, with Privilege Guard providing support beyond executable
images. Aplication polices can be defined for the following types of file:

Executable images (.exe)

Control panel applets (.cpl)

Individual management consoles (.msc)
Windows installer packages (.msi)
Windows scripting host scripts (.vbs, .js)
PowerShell scriptéps1)

= =4 =4 =4 =8 =9
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9 Batch files (.bat, .cmd)
1 Registry settings (.reg)

A variety of application identification rules are also available to ensure the correct applications are
elevated. Applications may be matched on any combination of file path, command line, hash)(SHA
and certificate.

Shell integration provides the ability for users to launch elevated applications on demand via a shell
context menu option. This menu option can estricted, in that it can be limited to a set of
applications, as opposed to being dahle for all applications.

An important aspect of all security products is auditing, and Privilege Guard carabuadiselective
application elevatiog, giving details of how the application was invoked and the policy that applied.

Conclusion

This pape has introduced the principle of least privilege and the benefits of implementing this
approach in a corporate environment. The most important step for most organizations is to remove
administrative rights for standard users. Although developmenthénNindowsoperating system

have made it possible for users to run with minimal righit® need to logon with administrative
credentials to run applications that require administrative rights, introduces its own set of security
challenges.

Avecto Privileg&uard was designed to meet thequirements of implementinggast privilege in
corporate environments. By enabling users to run with minimal rights and elevating individual
applications, without givingisers access to an administrative account, Privilegeud provides a
practical solutiorto the issues that prevent most organizations from adopting the least privilege
approach.

About Avecto

Avecto is a pioneer in least privilege technology, helping organizations to deploy secure and
compliant desktops. Witits innovative new product, Privilege Guard, it is no longer necessary to
assign admin rights to users, as these rights can now be assigned dynamically to individual
applications, tasks and scripts. Privilege Guard enables users to log on with minimsaand

empowers them to perform their day to day role, without compromising the integrity and security of
the standard desktop build. Avecto was founded in 2008, and is headquartered in Manchester,
England.
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